estfrom Tj* and B, as described in Sectiéh3 fRU HDFK .M
Theestimateon T isthe sum ™Ves}.

What properties must the partitioninly « /satisfy? Assuming
a( 1, o)-privacy requirement ispecified on T by the publisher,
two issuesarise First,a skewedSA distribution ina subtable T
may expose the records in ¥ a greaterprivacy risk than
permitted by theiven privacyrequiremenbn T (seeSectionl.1).
Second, the reconstruction error defined in SecBighis for a
given instance of the perturbed dataut the perturbedinstance
actuallypublisheds randomlydeterminedthus, is unknown prior
to randomization. Therefore, our partitioning problem must
answer two questions:

Question 1 What privacy requirement must besaredon each
T; in order to esurethe given privacy requirement on T?

Question 2 What metrics should be used to quantify the utility of
the partitioningT; « @

In the rest of this section, we answer these questi@i X =

& N «. No this end, weperturb T; usingthe m; m; matrix
perturbation matrix Pdefined in Equdion (5), with m being
replaced withm, (the domain size of Spand beinggivenby

(10

Example 1 Consider the following partitioning {if T,} of T =
{12, 8, 6, 5, 4, 3, 0, 0, 0, 0}, where the numbers inside brackets
indicate the frequency of SA-values x fin T;in order:
T.:{12,8,6,4,4,2,0,0,0, 0}
T{00010,1,1,1,1,1}
[SA| =10,|T] = 42,SA = {X1 « §}, SA={X4 X5 « [o}. Notice
that SA and SA are not disjoint. Supsethe publisher specifies
(1/3, 2/3)-privacyon T. Since the relative frequency of all SA-
values is no more than, 6 $YSA. The maximum frequency in
T, =12 and |T| = 36, so ;; = 1/3. Similarly, ;, = 1/6. Let us
derive R and B for T, and T, using Equations (5) and (6). Fof, T

x] and P[X=x|Y =y] denotethead HUVDU\JVXEKIOLHI RQ

T, before and after seeing Y =y if¥ Trespectively.

4.1 Privacy Requirement

Recall that the (restricted) {, ,)-privacy requirement on T states
thatifPrX=x] 1, PriJX=x _ <
and are perturbed independenttysuffices to enforce K = x |
Y=y] " ,forT,i= « Nrherefore, to ensure {, ,)-privacy
on T,we canensurea new( 3;, »)-privacy on T L  «sbch
that(a) ;< and(b)PriX=[@ {implies PX = [ 5. To
see thissupposeér[X =x] ;. Ourchoice of ;;impliesPr[X =
X@ 73, and hen( 4, p)-privacyimpliesPr[X = [ _ < \@ 7
as equired.This discussion leads the next definition.

Definition 1 ( 3, ,)-privacy on Tacts ag( 1, ,)-privacy on T if
i< sand PriX=[@ {impliesPiX=[@ 3

Simply speakingif ( 1, 2)-privacy on Tacts as (3, ,)-privacy
on T, (1, »2-privacy on T ensues (i, »,)-privacy on T.
Therefore to ensure( 1, ,)-privacy on T for i= « N [Bbk
for a 4 such that ;; < , and for every SAvalue x with Pr[X=
[@ 7, PiIX = [@ '3 Among all such 3, we preferthe
smallest onein order to maximize ; (Equation (6)) thus,
maximizeretention probabilityp; (Equation (4)).This smallest y;
is determined as follows. Let

SA {x SAPriX x .}

max{P[X x]|x SA} ©

1
6 $ 16 the set of SA-valueswith Pr[X = [@ 7, that is, the set
of SA-values for which (;, ,)-privacy places the bound, on
PriX =x|Y =y} 4 is the maximum relative frequency of such
values in T. To ensure (1, »)-privacy, it suffices to ensure f,
2)-privacy because Pr[X § @ 1 implies P{X = [@ 1. With
Definition 1 and this discussion, we have

Corollary 1 Let ,; be defined in Equatiof®). If < », (i) ( 1
2)-privacy on Tacts as (3, )-privacy on T, (i) (1, 2)-privacy
ensuresthatif PrIX 4@ [ PiiX=[ _ < \@ "

Therefore, given the partitionind; « ¥ and ;; defined in
Equation 9), our privacy goal is to ensure, -»)-privacy on T,
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m=6and,=(, (1 w)/( u (1 2)=4Forpm=
6and ,=( ., (1 NI (1 2)) = 10 Therefore
PuLilli] = 4/9,if j=i P[] = 2/3,ifj=i

1/9, otherwise 1/15,otherwise

\@Sihce TTV DUH G L WM msLngt\wartitioned, =4, m = 10, and P[jJ[i] = 4/13 if j = i,

and P[j][i] = 1/13, otherwise. As we can see, by partitiorilng
into T; and T, the retention probabilities on the main diagonal
(i.e., for j = i) increase from 4/13 to 4/9 foy @nd to 2/3 for 7.

4.2 Utility Requirement

The utility metrics in Sectio.3 are difficult to incorporate into
the search foan optimal partitioning because we do not know the
count queries in advance. Even for reconstructing the probability
distribution px(x), the reconstruction erratefinedin Section3.3

is for a specificinstance of T « i#; minimizing this erroris
not meaningful becausethe published instance is randomly
generatedby our perturbation ntex. It makesmore senseto
minimize a probabilistic error boundthat holds with a certai
probability over all possiblerandom instancegenerated by the
perturbation matrixWe nowdevelop this metric.

We first considerT and therthe partitioningT,; «T. Let Y; be a
random variablerepresenting the event thegcord rin T has
perturbed SAvalue y aftemperturbation, 1”i " n, where n=|T|.

LetY=Y; « Y,bethe frequency of in T*. The mean of Y,
E[Y],is =E[Y{]+« (>g. According toChenoff bound[6],
the probability that the error of Y is larger than a fractiasf is

" exp(- Y4),ie,PrlY |> ]<2exp(- /4)[3]. This error
boundis for the observed frequency on therturbedT*; however,
we are interested in arrror bound for thereconstructed
frequency on theriginal dataT. Theoren? givessuch aound.

Theorem 2Consider the data T and the perturbedidducedoy
applying Uniform Perturbation in Equation (1)on T, with
retention probability pLet f be the frequency af SA-value x in
T and f* be the estimatef f using T*. For a allowable errorand
confidence level (1 ),

fofx

[T

(See Appendid0.2for proof).
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Pr if |T| log 2






