
 

 

estj from Tj* and Pj, as described in Section 3.3, f�R�U���H�D�F�K���M� �����«���N. 
The estimate on T is the sum �™j estj.  

What properties must the partitioning T1���«���7k satisfy? Assuming 
a (1, 2)-privacy requirement is specified on T by the publisher, 
two issues arise. First, a skewed SA distribution in a sub-table Ti 
may expose the records in Ti to a greater privacy risk than 
permitted by the given privacy requirement on T (see Section 1.1). 
Second, the reconstruction error defined in Section 3.3 is for a 
given instance of the perturbed data, but the perturbed instance 
actually published is randomly determined, thus, is unknown prior 
to randomization. Therefore, our partitioning problem must 
answer two questions: 

Question 1: What privacy requirement must be ensured on each 
Ti in order to ensure the given privacy requirement on T?  

Question 2: What metrics should be used to quantify the utility of 
the partitioning T1���«���7k? 

In the rest of this section, we answer these questions. Let Pri[X = 
x] and Pri[X = x | Y = y] denote the ad�Y�H�U�V�D�U�\�¶�V���E�H�O�L�H�I���R�Q��X = x in 
Ti before and after seeing Y = y in Ti*, respectively.  

4.1 Privacy Requirement 
Recall that the (restricted) (1, 2)-privacy requirement on T states 
that if Pr[X = x]  1, Pr[X =x �_���<��� ���\�@���”��2. Since Ti�¶�V���D�U�H���G�L�V�M�R�L�Q�W��
and are perturbed independently, it suffices to enforce Pri[X  = x | 
Y = y] �” 2 for Ti, i = �����«���N����Therefore, to ensure (1, 2)-privacy 
on T, we can ensure a new (1i, 2)-privacy on Ti���� �L� �����«���N����such 
that (a) 1i < 2 and (b) Pr[X = �[�@���”��1 implies Pri[X  = �[�@���”��1i. To 
see this, suppose Pr[X = x]  1. Our choice of 1i implies Pri[X = 
x�@���”��1i, and then (1i, 2)-privacy implies Pri[X  = �[���_���<��� ���\�@���”��2, 
as required. This discussion leads to the next definition. 

Definition 1 (1i, 2)-privacy on Ti acts as (1, 2)-privacy on T if 
1i < 2, and Pr[X = �[�@���”��1 implies Pri[X  = �[�@���”��1i.  

Simply speaking, if (1i, 2)-privacy on Ti acts as (1, 2)-privacy 
on T, (1i, 2)-privacy on Ti ensures (1, 2)-privacy on T. 
Therefore, to ensure (1, 2)-privacy on T, for i=�����«���N���� �Z�H��look 
for a 1i such that 1i < 2 and for every SA-value x with Pr[X = 
�[�@�� �”��1, Pri[X  = �[�@�� �”��1i. Among all such 1i, we prefer the 
smallest one in order to maximize i (Equation (6)), thus, 
maximize retention probability pi (Equation (4)). This smallest 1i 
is determined as follows. Let  

}'|][max{Pr
}]Pr[|{'

1

1

SAxxX
xXSAxSA

ii 






 (9) 

�6�$�¶��is the set of SA-values x with Pr[X = �[�@���”��1, that is, the set 
of SA-values for which (1, 2)-privacy places the bound 2 on 
Pr[X = x | Y = y]. 1i is the maximum relative frequency of such 
values in Ti. To ensure (1, 2)-privacy, it suffices to ensure (1i, 
2)-privacy because Pr[X = �[�@���”��1 implies Pri[X  = �[�@���”��1i. With 
Definition 1 and this discussion, we have 

Corollary 1  Let 1i be defined in Equation (9). If 1i < 2, (i) (1i, 
2)-privacy on Ti acts as (1, 2)-privacy on T, (ii) (1i, 2)-privacy 
ensures that if Pr[X = �[�@���”��1, Pri[X  = �[���_���<��� ���\�@���”��2.  

Therefore, given the partitioning T1���«���7k and 1i defined in 
Equation (9), our privacy goal is to ensure (1i, 2)-privacy on Ti, 

�L� �����«���N. To this end, we perturb Ti using the mi  mi matrix 
perturbation matrix Pi defined in Equation (5), with m being 
replaced with mi (the domain size of SAi) and  being given by 
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Example 1 Consider the following partitioning {T1, T2} of T = 
{ 12, 8, 6, 5, 4, 3, 0, 0, 0, 0}, where the numbers inside brackets 
indicate the frequency of SA-values x1���«�����[10 in Ti in order: 

T1: {12, 8, 6, 4, 4, 2, 0, 0, 0, 0} 
T2: {  0, 0, 0, 1, 0, 1, 1, 1, 1, 1} 

|SA| = 10, |T| = 42, SA1 = {x1���«���[6}, SA2 = {x4, x6���«���[10}. Notice 
that SA1 and SA2 are not disjoint. Suppose the publisher specifies 
(1/3, 2/3)-privacy on T. Since the relative frequency of all SA-
values is no more than 1�����6�$�¶ = SA. The maximum frequency in 
T1 = 12 and |T1 | = 36, so 11 = 1/3. Similarly, 12 = 1/6. Let us 
derive P1 and P2 for T1 and T2 using Equations (5) and (6). For T1, 
m1 = 6 and 1 = (2  (1  11)) / ( 11  (1  2)) = 4. For T2, m2 = 
6 and 2 = (2  (1  12)) / ( 12  (1  2)) = 10. Therefore 

       
P1[j][i] =   
       

    
P2[j][i] =   
    

If T is not partitioned,   = 4, m = 10, and P[j][i] = 4/13 if j = i, 
and P[j][i] = 1/13, otherwise. As we can see, by partitioning T 
into T1 and T2, the retention probabilities on the main diagonal 
(i.e., for j = i) increase from 4/13 to 4/9 for T1 and to 2/3 for T2.  

4.2 Utility Requirement 
The utility metrics in Section 3.3 are difficult to incorporate into 
the search for an optimal partitioning because we do not know the 
count queries in advance. Even for reconstructing the probability 
distribution pX(x), the reconstruction error defined in Section 3.3 
is for a specific instance of T1�
���«���7k*;  minimizing this error is 
not meaningful because the published instance is randomly 
generated by our perturbation matrix. It makes more sense to 
minimize a probabilistic error bound that holds with a certain 
probability over all possible random instances generated by the 
perturbation matrix. We now develop this metric. 

We first consider T and then the partitioning T1���«��Tk. Let Yi be a 
random variable representing the event that record ri in T has 
perturbed SA-value y after perturbation, 1 �” i �” n, where n = |T|. 
Let Y = Y1 �����«���� Yn be the frequency of y in T*. The mean of Y, 
E[Y], is  = E[Y1] +�«�����(�>�<n]. According to Chernoff bound [6], 
the probability that the error of Y is larger than a fraction  of  is 
�”����exp(-2/4), i.e., Pr[|Y  | > ] < 2 exp(-/4) [3]. This error 
bound is for the observed frequency on the perturbed T*; however, 
we are interested in an error bound for the reconstructed 
frequency on the original data T. Theorem 2 gives such a bound.     

Theorem 2 Consider the data T and the perturbed T* produced by 
applying Uniform Perturbation in Equation (1) on T, with 
retention probability p. Let f be the frequency of a SA-value x in 
T and f* be the estimate of f using T*. For a allowable error  and 
confidence level (1   ), 
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(See Appendix 10.2 for proof).  

4/9, if j = i 

1/9, otherwise 

2/3, if j = i 

1/15, otherwise 
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