Maxsay;,of c Maxdisti. Therefore, C(Q; dst(Q; Px)) is cov-
ered by C(Q; maxsv;orcmaxdisti) and, thus, also by SRc.
The proof for the case when Py lies inside c is identical. [

D. THE AHG PSEUDO CODE

Figure 10 illustrates the pseudo code of the kNN algorithm
in AHG. The procedure takes as arguments query Q, value k,
and query plan QP = ((1;cnty); (2; cnty); (2; cnt3)) (treated
as a two-dimensional array), where cnt; (cntz/cntsz) indi-
cates the number of PIR retrievals that must be performed
on DB; (DB2/DB3). Lines 1-11 capture the rst phase of
the algorithm, whereas line 12 corresponds to the second
and third phase.

AHG_KNN(Q, k, QP)

cnty = QP[O][1], cntz = QP [1][1], cnt3 = QP [2][1]
entries.DB; = ?,cset=7?, num =20
While num < k
¢ = cell with the next smallest minimum distance from Q
(S; N) = the aggregate pair of ¢, which is privately
retrieved from DB
Insert ¢ into c_set, and (c; S; N) into entries_DB1
num = num + N
maxdist = maximum distance from Q to the cells in c_set
Visit all the cells ¢ overlapping with circle C(Q; maxdist)
and insert them in c_set
10. Privately retrieve the (not yet extracted) DB entries of the
cells in c_set
11. Issue dummy PIR requests until the total number of PIR
accesses in DB1 becomes cnty
12. Same as lines 2-13 of Figure 8, after substituting every
reference to cnty, cnto, DB; and DB> with cnty, cntz, DB>
and DBg3, respectively, and facilitating the DB, PIR
retrievals with the use of entries_DBj.
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Figure 10: The KNN query algorithm in AHG

E. PROOF OF THEOREM 3

Proof. Figure 11(a) illustrates an example SR¢ gener-
ated by Construction 2 for cell ¢ 2 Gop. We focus on the
case where ¢ coincides with a cell of the index grid G for
simplicity. The proof for the case when c partially over-
laps G cells is very similar and, thus, omitted. The illus-
trated points correspond to the set of POIs PS retrieved
by a range 2NN algorithm for c, i.e., the 2NN result of any
query Q in c is a subset of PS. We calculate the square
range R by rst setting it equal to ¢ and checking whether
it contains all the POIs in PS. Since it does not, we ex-
pand it in a concentric pattern by including the G cells that
surround c. The resulting R covers all PS and, thus, con-
stitutes the nal square region. Distance maxdist; repre-
sents the maximum distance from vertex Vi to R. More-
over, maxdists = maXav; of cmaxdist;. Therefore, SR is
the Minkowski sum computed as the union of all circles with
radius maxdist; and center any point in c. The SR is the
shaded area in our gure. The cells of G overlapping with
SR are within the thick square, and are denoted by CS..
Finally, the DB1 blocks associated with the cells in CSc
comprise set BSc, whose cardinality is jBSc].

Recall from Section 5.1 that, in the rst step of the rst
phase, the KNN algorithm of AHG visits the minimum G
cells that are closest to Q and collectively include at least k
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Figure 11: Illustration of Construction 2 and proof
of Theorem 3

POls (note that every cell access implies the private retrieval
of the associated DB1 blocks). In Figure 11(a), the 2NN
query Q visits the dark gray cells. Then, the maximum dis-
tance maxdist of Q to the vertices of these cells is calculated,
and all the cells overlapping circle C(Q; maxdist) are visited
in the second step of the rst phase of AHG. Suppose that
the cells visited in the rst step are included in R as shown
in our gure. Then, the cells accessed in the second step
are completely covered by SRc. This is because maxdist is
smaller than or equal to maxdist, and, thus, C(Q; maxdist)
is included in C(Q; maxdisty), which is a part of SRc. Con-
sequently, the cells overlapping C(Q; maxdist) are a subset
of CS¢ and, therefore, their corresponding DB; blocks are
a subset of BSc. This means that jBScj upper bounds the
necessary PIR requests in DBy by any Q 2 ¢, which proves
our theorem. What remains is to prove that the cells vis-
ited by Q during the rst step of the rst phase of AHG are
always included in R, which we conduct below.

We prove by contradiction, utilizing Figure 11(b). Sup-
pose that cell ¢’ is the last cell retrieved in the rst step,
which lies outside R. This means that (i) all cells in R have
already been visited before ¢’ because they are closer to Q,
and (ii) R contains strictly fewer POIs than k. However,
by de nition R includes the KNN set of any query in ¢ and,
hence, also of Q. Consequently, R accommodates at least k
POIls which reaches our contradiction. []

F. PROOF OF THEOREM 4

Proof. Recall that, during the second phase of AHG and
due to CPM, the kNN algorithm extracts the DB, blocks
associated with the cells overlapping circle C(Q; dst(Q; Pk)),
which is centered at Q and has radius the distance dst(Q; Px)
from Q to its k' NN Py. As we explained in Appendix C,
C(Q; dst(Q; Py)) is completely contained in SR.. Therefore,
the cells overlapping this circle are a subset of CSc and,
thus, their associated DB» blocks are a subset of BS.. Con-
sequently, jBScj bounds the DB> PIR retrievals of Q. [





